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Founded in: 1978 Employees: > 900 Gross Revenue: € 87 Mio.
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OUR STRATEGIC DIRECTION
FULL* — AUTOMOTIVE-IT-PROVIDER

Services
throughout the whole
IT-Lifecycle
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Technology
Years of expertise and extensive | ===:- >
know-how

....... ‘
...... Business Processes
. of our automotive-
clients
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Tailored Solutions
Industrialization
vs. Manufacturing
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RANGE OF SERVICES
COVERING THE SOFTWARE-LIFECYCLE

. Agile
Analysis UL S Development Software Test Test . Rollogt Migration ITIL- . Maintenance
IT Concepts Management Automation Planning Operation
Development

SUBIESE Technology SW-Quality Test Analysis Start-Up Hyper Care Application Support
Process . IT-Factory . Test Types

: Consulting Assurance & Design Mgmt. Support Management Factory
Consulting
Requirements User IT Test Test Eactor
Management Experience Architecture Realization y

Support Services (cross-cutting issues)

Strategy Project ITIL-Consulting & IT- Software IT-Quality

Consulting Management Implementation PESee Infrastructure Patterns Assurance IT Security
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RANGE OF SERVICES
DEVOPS

= Qver 30 years of DevOps expertise

» Deep understanding of business processes
= Agile software development

= Automated testing

= Continuous Delivery

= Continuous Integration

= Agile toolchain experts

= RedHat Advanced Partner

» Cloud Computing
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QUALITY MANAGEMENT
THE PARTS OF OUR QUALITY MANAGEMENT

ISO 9001:2015
ISO/IEC 27001:2013

\ ‘;SAE 3402
‘ TISAX

Information Security Quality Management lf Internal Control Systemfl Data Protection
= |SO/IEC 27001:2013 = |SO 9001:2015 = |SAE 3402 certified = Privacy Management System
certified, TISAX Label certified = Risk management = Compliance with EU-DSGVO and
= Annual auditing of all BDSG regulations
\ locations worldwide y
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BUSINESS DEPARTMENT MOBILITY
STRATEGIC FOCUS

- . . e - - Multimodal, Intermodal
The Mobility business department deals with the shift in mobility and

the mobility of the future. Based on 40 years of experience in the Data-driven Mobility

automotive and mobility industry, the strategic focus is on the following topics: Mobility & Insurance / InsureTec

Micro Mobility
Mobility Platforms

Selected Consultancy Topics Mobility Services

Public and Long Distance Transport
Analysis, Design, Specification

Quality Management Mobility
Implementation & Testing

Shared Mobility

Platform and Operation
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Key focus areas

Sustainable Mobility

Financing & Leasing Car as a Service (CaaS) Mobility as a Service (MaaS)
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BUSINESS AREA TELEMATICS

AUTONOMOUS, CONNECTED, ELECTRIC, SHARED (ACES)

00 ®

16 Mio. 180 125
Revenue Employees Services

Telematics

Connect

Connected Car
Connected Customer
P2P Sharing
Remote Updates

Account

Management Teleservices
Service Needs Analysis
I -detection
Remote Assistance

Data Collecting

Digital CMS / Services
Accounting (Customer)
Billing & Payment
Digital Services
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eMobility

eMobility Solutions
Carsharing Solutions
Charging Services

Portals

(Vehicle)Data Broker
Networking of vehicle data
& external porials
Centralisation
Visualization

(&)

Autonomous

Connected

Shared

Electric
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AND
NOW
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Cyber Security
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CYBER SECURITY
TISAX, INFORMATION SECURITY AND DATA PROTECTION

4 N
= 2015 Gesetz zur Erhdhung der Sicherheit informationtechnischer Informationssysteme

= 2015 Verordnung zur Bestimmung Kritischer Infrastrukturen nach dem BSI-Gesetz (BSI-
Kritisverordnung—BSI-KritisV)

= 2016 Directive on security of network and information systems — NIS (EU-Parlament)
= 2017 Trusted Information Security Assessment Exchange (VDA-ISA)

= 2018 General Data Protection Regulations (GDPR)

= 2018 NIS to be applied in national Law across the EU

What's next?
= 2020 Gesetz zur Erhdhung der Sicherheit informationstechnischer Informationssysteme 2.0
= 2020 Directive on Privacy and Electronic communications (e-Privatcy Directive)

= 2020 KritisV 2.0 — including new areas (Waste management, Defense Industry and Companies of

considerable economic importance)
\_ y,
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CYBER SECURITY CONSULTING
OUR SERVICES AT A GLANCE

= Information security according to ISO 27001
= TISAX - Trusted Information Security Assessment exXchange
= Data protection management according to EU-DSGVO

= |T security
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TISAX MODEL
LABELING, ASSESSMENT

-

TISAX (Trusted Information Security Assessment
Exchange) enables mutual acceptance of
Information Security Assessments in the
automotive industry and provides a common
assessment and exchange mechanism.
Assessment results always remain under control
of the assessed companies.

\_
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TISAX TOPICS
OVERVIEW

115MS \
25 Prototype protection 5 Information Security Policies
23 Connection to 3rd parties 6 Organization of Information Security
18 Compliance 7 Human Resources Security
17 Information Security Aspects of
Business Continuity Management 8 Asset Management
16 Information Security Incident
Management 9 Access Control
15 Supplier Relationships 10 Cryptography
14 System acquisition, development and - ; ;
maintenance 11 Physical and Environmental Security
13 Communications Security 12 Operations Security
| @Resuit BTarget maturity level |

(- Based on the control numbers in ISO\
27001
» 52 selected security topics
= Assessment objectives
» [Information security
= Connection to 3rd parties
= Data protection
» Prototype protection
= Protection needs
= High
. = Very high )
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TISAX
TRUSTED INFORMATION SECURITY ASSESSMENT EXCHANGE

Scope module

_
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TISAX
TRUSTED INFORMATION SECURITY ASSESSMENT EXCHANGE

Relevant topics within the modules

Information Security Connchqn {0 Data Protection
3rd Parties
Module 1

Prototype Protection

Module 2 Module 4
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TISAX
THE PROCESS

Kick-off and Implementation Evaluation of Accompaniment
Gap-Analysis Consulting Effectiveness Assessment

Kick-off Planning Evalulation of Effectivenes Assessment
= Scope = Derivation of measures to implemented = Pre-audit to minimize risk for the final = Support and advice for external
= Clarification of requirements and on the basis of the previous gap assessment and effectiveness check certification

detgrmlnatlon of 90_"?"_5 analysis = Consulting for internal audits = Assistance in the treatment of minor
= Defining responsibilities and the contact . _Prioritization'and plan_ning of' - Consulting for supplier audits and maj_or non-c_onformities and

persons implementation (Detailed project > Result: dited inf ; suggestions for improvement

. - : esult: Pre-audited information

> Res_ul:. Common understanding of the planning) security according to VDA ISA > Result: Assessment of information

project scope » Result: Derived and planned security according to VDA ISA

) implementation measures
GAP-Analysis

= Determination of implemented
requirements (status quo)

= Evaluation of existing documentation

= Derivation of open requirements (target

» Result: Project scope and project plan

Implementation Consulting
= Accompanying and advising on TISAX implementation

state) = Use of a Jira board with all requirements from the VDA-
* Rough project plan ISA questionnaire
> Result: Maturity analysis = Support in terms of documentation and policy creation

= Regular communication of results and progress
measurement

= Maturity assessment of implementation
» Result: Information security according to VDA ISA
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TISAX
KICK-OFF & GAP-ANALYSIS

Kick-off and

GAP-Analysis

Kick-off

Role description and requirements

— What roles and resources are needed to set up and
operate a TISAX-system?

Project planning

— Presentation of the goals to be achieved with TISAX
and the differences to an ISMS

TISAX explanation
— VDA-ISA questionnaire

Role Description / Requirements & Project Scope
Definition

— Stakeholder Overview
— Defining the scope
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Gap — Analysis

Determination of implemented requirements (status quo)

— VDA ISA questionnaire

Derivation/Evaluation of open requirements (target state)

in order to operate an effective TISAX

— VDA ISA questionnaire
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TISAX

IMPLEMENTATION CONSULTING

Implementation

Consulting

. . Reference to ISO - i Parties Reference to ISO 27001
VDA- ISA Information Security VDA 2 A Connegtlon 18 EIE
27001 23.7.2 ISMS Policy 721,722
1.1,1.3,5.1,6.1 ISMS - POllcy 4,5.1,6.1,8.1,9.1,10.1, 23.7.2 POllCIes 7.2.1,7.2.2
10.2 23.7.2 Trainings 7.2.1,7.2.2
451,7.21,722,81, 23.7.2 Guideline for new employees 7.21,7.2.2
1.1,1.3,7.2,12.8, 18.3, . 9.1, 10.1, 10.2,12.7.1,
18.4 ISMS Management Review | 155 371821, 18.2.2,
18.2.3 -
6.2 615 VDA - ISA Data Protection Reference to ISO 27001
' Criticality rating of customers ” 24.2,24.4 Data Protection Handbook n/a
S;i g%g g%j g;g 24.2 Data Clearing Concept n/a
8.1,12.3,17.1 IT Operation Manual 1'2 2 1 17 1 1' 1'7'1 3 = 24.3 Audit Protocols n/a
ety Rty ST 24.3 ISO 27001 certification n/a
17.2.1 24.4 Records of processing activities n/a
Checkout-Sheet for
employees, legal delition
8.1 period, QM document 8.1.1,8.1.2,8.1.3,8.1.4
management, customer
ownership list, managing VDA - ISA Prototype Protection Reference to ISO 27001
permissions -
25.11 Security zone concept none
. L 9.3.1,9.4.3,11.2.5,
94,114 Security Policies 1126 11.2.7 25.2.3 Training material 7.21,7.2.2
25.2.4 Security Policies 8.2.2
12.2,14.1 Guidelines 12.1.4,14.1.1,14.1.2,
14.1.3
15.1 Commitment on data secrecy | 15.1.1, 15.1.3
10.1 Cryptography Policy 10.1
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TISAX
EVALUATION OF EFFECTIVENESS

Evaluation of

Effectiveness

Evaluation of Effectiveness

Pre-Audit (System-audit)
= The Pre-audit will be carried out by an experienced auditor and if necessary corrective measures will be derived.

Internal Audits

= Consulting, planning and execution of audits for internal departments (HR, Controlling, IT) by the means of audit checklists,
auditplan etc.

Supplier Audits
» Consulting, planning and execution of supplier audits.
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TISAX
ACCOMPANIMENT ASSESSMENT

Accompaniment

Assessment

Accompaniment Assessment
= Preparation of the audit
— Briefing the employees
— Support in communication with the certification service provider
— Newsletter and communication to employees (Jour Fixe Rounds)
— Go through typical audit questions to prepare the auditees
— Site inspections
= Accompaniment Assessment
= Follow-up of the assessment
— Derivation of corrective measures
— Assistance in the implementation of corrective actions
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& Sulzer GmbH

Thank you very much for your attentions!
Please visit us in the exibition area

Hall 6, Booth 107A

We are more then happy to answer all your questions!

Michael Kirsch, Head of Business Development Cyber Security
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