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More 20+ years of expertise in market research & consulting for CASE sBD

Bringing clarity and direction to automotive technology

Through independent research, evaluation and strategic consulting support, SBD Automotive helps vehicle
manufacturers and their partners create autonomous, more secure and better connected cars.
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Local leaders and offices around the globe

Our People

Our domain experts and experienced industry
professionals help ensure understanding and
overcome the most complex and daunting market-
specific research challenges

Independent Insight

SBD is 100% objective and represents our clients
best interests, going further than anyone else to
help our partners understand the facts and make
the right decisions

Our Perspective

Through a unique understanding of the ‘bigger
picture’, we help identify and uncover new
opportunities, as well as avoid unnecessary costs
and potential missteps
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SBD’s end-to-end cyber support sSBD

standards | public hacks
suppliers | roadmap

Our proprietary Threat DB

1. Cyber powers everything that we do
Strategy

SBD

Threat
Database

3. Cyber

pen testing | benchmarking  \Ghidaeiield

reverse engineering

assets | goals | threat model
risk assessment | requirements
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What's stopping the 'electric vehicle revolution? sBD

L »
I ener
—— gy
OVO Energy carried out a survey of 2000 UK residents and found that 87% (ﬁ(\guld like
an EV however the top 10 concerns were;: (\C)
O\
1. Lack of charging points — 56% e @\ C
2. Expense - 49% @ @ \
3. Being out of range from charging p0| <" Qy)‘) 45%
4. Time taken to charge - 43% e e ﬁ\)\
5. Cost - 38% a\@Q \ (\©
6. Concern over safety (\‘ ‘ a\\
7. Unattractive de 5 ‘9)
8. Nothing w me g Ing an electric vehicle — 9%
9. Clty (l 9‘F 6 \N
1 6%

06@ bng the gr|

https://www.ovoenergy.com/blog/ovo-news/whats-stopping-the-electric-vehicle-
revolution.html
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Why does cybersecurity matter sBD

Energy companies in the UK that fail to make proper preparations to counter
cyber security threats now maximum fixed fine £17 million.

Ref. https://www.current-news.co.uk/news/european-ev-cyber-security-quidance-
unveiled

Cybersecurity "as important as brakes" for future cars, Jaguar Land Rover CEO
says

Ref. https://www.techradar.com/uk/news/cybersecurity-as-important-as-brakes-for-
future-cars-jaguar-land-rover-ceo-says

SBD Automotive 2019: The Evolving Automotive Threat Landscape 7


https://www.current-news.co.uk/news/european-ev-cyber-security-guidance-unveiled
https://www.techradar.com/uk/news/cybersecurity-as-important-as-brakes-for-future-cars-jaguar-land-rover-ceo-says

Public Hacks and Analysis Overview

SBD

> What can these attacks actually do?
> Who attacks cars — and why?

> What is the cost of an attack?

» What do your incident response plans need to

consider?

» What about Vehicle Type Approval

Comprehensive
Analyses of Auto Attack
Surfaces

Experimental Auto

Security Analysis Physical Hacking

2010 2011 2013
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Audi TT Hack
Tesla Model S Hack
Chrysler Jeep Hack

GM OnStar Hack

BMW ConnectedDrive
Hack

Remote Attacks

2015

Tesla Smartphone App
Hack

Tesla Model S Remote
Hack

Attacks Against Sensors
of Autonomous Vehicles

Chrysler Jeep Hack 2

BMW Web Applications
Hack

Mitsubishi Outlander
Hack

Nissan Leaf Hack

Airbag Control Units
Hack

Continental - TCU
Buffer Overlow Hack

Experimental Self-
Driving Car Hack -
Road Signs

Tesla Model S Remote

Hack - Update

Alfa Romeo Giulietta
ADAS Hack

BMW Headunit Hack

Subaru Smartphone
App Starlink Hack

Bosch Driverlog OBD-II

Dongle Hack

Tesla Model S Key Fob
Hack

Fault Injection on UDS
Hack

BMW - Experimental
Security Assessment 14
Vulnerabilities

Volkswagen Group -
Harmans'’s IVI Hack

t

Tesla Model 3 XSS
Vulnerability

Tesla Model S and
Model 3 GPS Spoofing
Hack

Tesla Bluetooth’s
Diagnostic Hack

Ford SDR Hack

Orpak Gas Station
System Hack

Remote Vehicle
Control/GPS Tracking
App Hack

MyCar Controls
Smartphpone App Hack

Tesla’s Experimental
Autonpilot Hack

Tesla’s IVI Hack

Car Alarms Applications
Hack

PANE:] 2019
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Who Wants to Maliciously Attack Cars, and Why? sBD

Motivation

The criminals who could
perform attacks vary

Capabilities

capabilities and
motivations.

This chart below
represents a simplified
view.

hugely in their numbers,

Control
Financial
Data
Destruction
Disruption

Fame

Population

SBD Automotive 2019: The Evolving Automotive Threat Landscape

1. Government Backed Hackers

Also known as state-sponsored hackers, these are
individuals or groups that receive funding and investments
from governments in order to perform mass attacks. It is
often difficult to trace these groups.

2. Organized Crime Groups

Sophisticated hacking groups who operate on the dark
web. They act as legitimate businesses and have service
agreements with malicious service providers.

3. Hacktivist Groups

Famous hacking groups such as Lizard Squad or
Anonymous that aim to disrupt services and bring
attention to a political or social cause.

4. Lone Hackers

Hackers that act alone for their own benefits or for fun
and fame. It is common that lone hackers end up joining a
group or a corporation.

5. Disgruntled Employees
Disgruntled or dishonest employees that hack their current
or former companies and their motivations vary.



Nissan Leaf hack

> Overview Two security researchers discovered a vulnerability on the NissanConnect EV
smartphone app that works for both the Nissan Leaf and the eNV200 electric van. @
The attack can only work on vehicles that the owner has already registered for the
NissanConnect EV app and only on vehicles that are not in motion.

«  Turn on/off the heating and air-conditioning systems

. Collect private information about the driving behaviour of the owner

5

&

Discovered by

Scott Helme
Troy Hunt

Published on

24 February
2016

Attack Point

Smartphone app — NissanConnect EV, Nissan Servers

Attack Method

Access the app via any vehicle’s VIN, Send commands
to the car, Replay app commands from a laptop

Highest Impact

Vehicle Control, Information Disclosure

Vulnerability

Unauthenticated API
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Details

Troy Hunt's

Blog
BBC

SBD
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https://www.troyhunt.com/controlling-vehicle-features-of-nissan/
http://www.bbc.co.uk/news/technology-35642749

Parking lot ransomware hack sBD

- Overview A Precise Parklink’s “Automated Parking Revenue Control System” in Canada was @ Discovered by
infected by the Dharma ransomware. The particular system aims to verify its N/A
visitors by scanning their parking passes. After the ransomware infections, the
parking lot’s barriers were open, allowing everyone to get a parking space for
free.

. Precise ParkLink’s system hit by ransomware
It seems that the particular parking lot system was infected by Dharma
ransomware, also known as CrySiS. The threats is known to target Published on
computers that have Remote Desktop Services (RDS) and machines that 27 March
run Remote Desktop Protocol (RDP). Hackers often perform brute-force 2019
attacks on weak login credentials on RDP to get root access to such
machines.
This parking lot is used by the employees of the Canadian Domain Registration
Authority (CIRA). @ Details
Precise ParkLink have not made any announcement or comment yet. Bleeping
Computer
News

/\ Attack Point Servers

Eﬂsﬁlls(i INK™ Attack Method Ransomware
\/wm Highest Impact Service disruption

Vulnerability N/A
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https://www.bleepingcomputer.com/news/security/ransomware-hits-garage-of-canadian-domain-registration-authority/

Tesla’s experimental autopilot hack

SBD

= Overview

—
]

SLmA

Keen Security Lab researchers demonstrated that they can hack into Tesla Model
S 75 autopilot and more specifically into the Tesla Autopilot ECU (APE) software
version 18.6.1, APE Hardware version 2.5

Experimental Security Research on Tesla’s Autopilot

They demonstrated that they can remotely gain root privilege access of the
APE system and control Tesla’s vehicle and specifically the steering system.

Auto-wipers Vision Recognition Flaw: They also proved that they can
disturb the auto wiper's function by using adversarial examples in the
physical world.

Lane Recognition Flaw: They also misled the Tesla car into the reverse
lane with minor changes on the road, such as placing interference stickers.

Control Steering System with a Gamepad: After compromising the
Autopilot system on the Tesla Model S (ver. 2018.6.1), they further proved
that the steering system can be controlled through the Autopilot system
with a wireless gamepad, even when the Autopilot system is not activated
by the driver.

&

Discovered by

Keen Security
Lab

Published on

29 March
2019

Attack Point ECU, Sensors, CAN bus

Attack Method Bus Massages Injection

Visual Deception, Vulnerability Exploit, Malicious CAN

Highest Impact Control Vehicle Systems

Vulnerability N/A

EBbeAdgianetiveyiE SThFeetEvoNiBacAuEerRosvE Ahagatid-andscape

Details

Keen Security
Lab Blog

Experimental

Security
Research

Whitepaper
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https://keenlab.tencent.com/en/2019/03/29/Tencent-Keen-Security-Lab-Experimental-Security-Research-of-Tesla-Autopilot/
https://keenlab.tencent.com/en/whitepapers/Experimental_Security_Research_of_Tesla_Autopilot.pdf

Potential attacks on electric vehicles sBD

Charging stations are increasing in number due to the popularity of EVs and hence are considered attack
surfaces for criminals.

Potential theoretical attack scenarios:
1. Denial of Service (DoS) attack. An attacker can make the charger unavailable for use.

2. Eavesdropping. An attacker can intercept information while people are charging which leads to identity
and monetary theft.

3. Impersonate charging station. An attacker can charge for free by installing a fake charging station or
by using the credentials of someone else.

4. Malware injection. An attacker can explore backdoors on charging stations and further analyse the
firmware. In addition, physical access to the charging stations can facilitate reverse engineering of
their system. In that case, an attacker can analyse the firmware, potentially get access to encryption
keys and further control its functions.

5. Substitution attack. An attacker can not only charge a stolen EV but also overcharge the batteries
which could lead to battery damage and fire .
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Essential technology to support autonomy sSBD

Complex Sensor Fusion

Camera _ Radar LiDAR (short range)

Autonomous vehicles are bristling with sensors — each one offering at least one generic attack point. Any
move towards high-level autonomy requires significant redundancy to enable the car to cope if one or more
sensor type is “blinded”.

SBD Automotive 2019: The Evolving Automotive Threat Landscape 14



Autonomous vehicle attack points

OFF-BOARD
A-BOARD

SENSOR
FUSION

CONTENT

Cloud Services

~

External
Interfaces

GATEWAY

Security
Gateway

CONTROL DOMAINS

Vehicle Control

POWERTRAIN CHASSIS BODY
DOMAIN DOMAIN DOMAIN
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Al resources to protect

Increasing data and performance
computing

Onboard and off-board machine learning

units
Large number of ADAS-
equipped cars can
contribute to Al by
observing the environment Car2Car
Communication

G0 —— &g

ADAS-equipped cars Autonomous or Highly
Automated Cars

On-board Deep
Learning

m) Data ) Models (“Al”) > Sensors £ Embedded (on-board) Al
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Potential attacks on autonomous vehicles sSBD

- A\ e A\ e A\
SBD recent|y identified « Trick sensors to « Modify map data on « Delete/tampered
Py retrieve incorrect delivery server by logged activities to
more than 40 Sp?(ilflc data by either intercepting network deny the truth of an
attack opportunities attacking the traffic between accident while using
specific to autonomous sensors directly or supplier and delivery autopilot.
vehicles. the sensor data. server.

Spoofing e‘ Repudiation *

- A\ e A\ e A\
+ (Get access to « Disable/Enable « Gain complete
private personal ADAS functions or control of ADAS
data used in the car autopilot by flooding Sensor Fusion by
such as recent calls the ADAS Sensor using diagnostic
log. Fusion. commands.

Information [—

Denial of Elevation of

Disclosure |=0O Service Privilege
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Considerations of increasing autonomy sBD)

Attacks on autonomous vehicles have

potentially greater impacts because
there are fewer opportunities for driver
Intervention.
 The impact level Why?
difference
between Level 3 There is no driver fall-back!
and Level 4 is
HUGE!
= B -

Driver Partial Conditional High Full
Automatlon Assistance Automation Automation Automation Automation

SBD Automotive 2019: The Evolving Automotive Threat Landscape 18



An evolving threat landscape sSBD

. Impact Level - Largely Technology

Independent
. Threat Level - Largely Technology

Dependent
Security -
Level ohE A
Requirement N\= o
Level

NOT CONNECTED CONNECTED CONNECTED &

AUTONOMOUS
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Highlights of latest developments in Q3 2019 sBD

Type

Name
IS BP

Details

SPY Car Act of 2017 / 2019 -

In July 2019, Senator Edward J. Markey and Richard Blumenthal, members of the Commerce,
Science and Transportation Committee, reintroduced the SPY Car Act (link).

Active Cyber Defense Certainty
Act

In June 2019, ACDC Act H.R. 3270 was introduced in House of Representatives (link).

EU Cybersecurity Act
2019/881

The European Union (EU) Cybersecurity Act establishes a European cybersecurity certification
framework and a new mandate for ENISA, the EU Agency for Cybersecurity. It came into
force on June 27, 2019.

ISO/IEC 27701 -

ISO/IEC 27701 is published in 2019 and it provides guidance for establishing, implementing,
maintaining and continually improving a Privacy Information Management System (PIMS).

ISO/SAE 21434 -

ISO/SAE 21434 CD draft document was confidentially released within the working group in
March 2019. Its next draft released is expected in October 2019 (ISO DIS/SAE MVC Ballot)
and the final release is expected in the summer of 2020.

UNECE WP.29 Guidelines on
Vehicle Cybersecurity

Guidelines on Cybersecurity and (Over-the-Air) Software Updates are expected to be released
in November 2019 as noted in recent update published on September 3, 2019.

Safety First For Automated
Driving

“Safety First For Automated Driving” (SaFAD) was published in July 2019 and it provides an
overview of and guidance about the generic steps for developing and validating a safe
automated driving system.

NISTIR 8259 -

NISTIR 8259 “Core Cybersecurity Feature Baseline for Securable IoT Devices: A Starting Point
for IoT Device Manufacturers” was released as a draft in July 2019 and it defines a core
baseline of cybersecurity features that manufactures may voluntarily adopt for IoT devices
they produce.

SBD Automotive 2019: The Evolving Automotive Threat Landscape
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https://www.markey.senate.gov/news/press-releases/senators-markey-and-blumenthal-reintroduce-legislation-to-protect-cybersecurity-on-aircrafts-and-in-cars
https://www.congress.gov/bill/116th-congress/house-bill/3270
https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29/ECE-TRANS-WP29-2019-34-rev.1e.pdf

Key messages SED

Cyber attacks, in general, are on the increase. They are now just another part of the criminal landscape.

Cars come with more technology. Annually, attack surfaces will increase in vehicles.

Autonomy is increasing. Therefore, the impact of many vehicle-focus attacks will increase.

The industry will continue to advance Standards, Countermeasures, and Guidelines to improve security.

Expect successful attacks, and plan for how to manage them.
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THANK YOU

QUESTIONS?

Paul Sanderson
Senior Specialist

+44 (0) 1908 305 104
paulsanderson@sbdautomotive.com

SBD Automotive, UK
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