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Why are software updates 
critical?

Introduction



There’s no such thing as bug-free software
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Why are software update systems
critical?

Introduction



A software update system has god-like permissions
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There’s no such thing as bug-free humans
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“The listing for the Free Basics by 

Facebook app has since been pulled 

from the Play Store and replaced with 

a new listing utilizing a new app 

signing key.”



Key takeaway



Regulatory response
Introduction



UNECE WP.29
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5.4.1. The vehicle manufacturer shall be able to demonstrate to the 

authority that their software update process will ensure, according to the state of 

the art, that:

(a) the software updates will be protected to prevent 

manipulation before the update process is initiated (i.e. ensure that only 

authorized, uncorrupted updates are sent to the vehicle); 

(b) the update processes used are protected to prevent them 

being compromised, including development of the system update program or 

firmware;

(c) the authenticity and integrity of the software updates will 

be protected to prevent their compromise and prevent invalid updates.



Cybersecurity basics
Part 1



Cybersecurity basics: Keys and signatures
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A cryptographic key is a bit like a super-password, with some 

amazing properties that are very useful:

• It actually comes as a pair of keys: a public key and a secret 

key

• Using my secret key, I can sign a document, file, image, or 

anything else

• The signature it generates can be verified by anyone in the 

world who knows my public key, without them knowing my 

secret

• The signature will be unique in the universe—if you change 

a single byte or pixel of the file, the signature would change 

completely!

• It’s impossible for anyone else to “forge” that signature, as 

long as I keep my secret key secret



Cybersecurity basics: Software updates are simple now
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All I have to do is make sure my car only installs updates that are signed by the OEM...right?



Systems thinking in cybersecurity
Part 2



Systems are complex

© 2019 HERE | Confidential14



Systems involve…
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• People

• Processes

• Technology

• Interactions between those things

• Fractal complexity

• Subsystems and recursion
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OTA Process
2. distribution
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OTA Process
3. installation
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Key takeaways



Uptane
Part 3



What is Uptane?
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Uptane is a new standard (IEEE-ISTO 6100.1.0.0) for securing 

over-the-air software update systems

• In development since 2015

• Collaboration between leading academic experts and the 

automotive industry

• Occupies a unique and crucial place in the standards 

environment



Cybersecurity: Risk management toolkit
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Prevent Transfer

risk

Detect Mitigate



Unique challenges 
in automotive

• Safety

• Directed installs

• Complex architectures

• Low-powered ECUs



Uptane applies systems thinking to SW Update security
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#1 #2 

#3 #4 

Separation of responsibilities

Mapping roles to security 

properties

Role definition

Matching cybersecurity systems 

design to process ergonomics



Separation of responsibilities
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Install directionsSoftware integrity



Role Definition
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Root of trust

Software integrity

Timeliness

Consistency
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Mapping roles to security properties
Key Thresholds

Root of trust



Mapping roles to security properties
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Delegations

Software integrity

Supplier SW Approval CommitteeQA TeamCI Build Server

John Doe Lieschen MüllerMax MustermannJane Roe



Process ergonomics 
meets systems design

• You can have all of these complex and 

valuable features…

• …but you don’t have to

• Start simple, add complexity  later

• Applications beyond automotive: IoT, 

autonomous fleets, prototyping



HERE OTA Connect
Part 4



OTA Connect: Secure OTA, right from the start

© 2019 HERE | Confidential31



Developer-friendly, mature solution
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Security through open 
source and open 
standards

• Our Uptane client Aktualizr is 100% 

open source

• We provide Yocto layers for integration

• All security-sensitive server-side code 

also open source

• Long history of leadership in the 

Uptane project



Robust and scalable

• Stateless microservices, horizontal 

scalability

• Backed by HERE’s global operations 

expertise and support



Thank you

© 2019 HERE | Confidential

HERE OTA Software Management

Jon Oster

Lead Architect

jon.oster@here.com

HERE Technlologies

Invalidenstraße 116, 10115 Berlin


