


Introduction

Why are software updates
critical?



There’s no such thing as bug-free software
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Why are software update systems
critical?



A software update system has god-like permissions
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There’s no such thing as bug-free humans

ANOROID

POLICE

NEWS -  APPS/GAMES -  REVIEWS ~  DEVICES ~
LEAKS ~ EXCLUSIVES ~ DOWNLOADS  DEALS  GIVEAWAYS

FEATURES

20 :mmfs v

EDITORIALS ~ DONATE

Cryptographic key used to sign one of [EB

Facebook's Android apps
compromised

- """"‘ Ryne Hager

Aug 29, 2019
AN 2 l ug =2,

APPLICATIONS | FACEBOOK NEWS | SECURITY

Goo0

“The listing for the Free Basics by
Facebook app has since been pulled
from the Play Store and replaced with
a new listing utilizing a new app
signing key.”
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OTA update systems are
critical, but represent
massive risk



Introduction

Regulatory response



UNECE WP.29

5.4.1. The vehicle manufacturer shall be able to demonstrate to the
authority that their software update process will ensure, according to the state of
the art, that:

(a) the software updates will be protected to prevent
manipulation before the update process is initiated (i.e. ensure that only
authorized, uncorrupted updates are sent to the vehicle);

{9)] the update processes used are protected to prevent them
being compromised, including development of the system update program or
firmware;

(c) the authenticity and integrity of the software updates will
be protected to prevent their compromise and prevent invalid updates.
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Cybersecurity basics



Cybersecurity basics: Keys and signatures

A cryptographic key is a bit like a super-password, with some
amazing properties that are very useful:

* It actually comes as a pair of keys: a public key and a secret
key

* Using my secret key, | can sign a document, file, image, or
anything else

* The signature it generates can be verified by anyone in the

world who knows my public key, without them knowing my
secret

* The signature will be unique in the universe—if you change
a single byte or pixel of the file, the signature would change
completely!

* It’simpossible for anyone else to “forge” that signature, as
long as | keep my secret key secret
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Cybersecurity basics: Software updates are simple now

All | have to do is make sure my car only installs updates that are signed by the OEM...right?
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Systems thinking in cybersecurity



Systems are complex
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Systems involve...

* People
* Processes
* Technology

* Interactions between those things
*  Fractal complexity

* Subsystems and recursion

O
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Key takeaways

Systems are complex interactions between people,
technology, and processes. Systems thinking is about
co-designing our processes, organizational structures,
and information security systems.



Uptane




What is Uptane?

Uptane is a new standard (IEEE-ISTO 6100.1.0.0) for securing
over-the-air software update systems

* In development since 2015
* Collaboration between leading academic experts and the a I l e
automotive industry

* Occupies a unique and crucial place in the standards
environment
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Cybersecurity: Risk management toolkit

Prevent Detect Transfer Mitigate

risk
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— Unique challenges
[ ¢ inautomotive

* Safety
* Directed installs

* Complex architectures

* Low-powered ECUs




Uptane applies systems thinking to SW Update security

24

1 Separation of responsibilities

Mapping roles to security
properties

2

A

Role definition

Matching cybersecurity systems
design to process ergonomics
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Separation of responsibilities

Software integrity Install directions

25 © 2019 HERE | Confidential f



Role Definition

'H‘ @ Root of trust Timeliness c ﬂ

) @ Software integrity Cor ey T :[m]:
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Mapping roles to security properties
Key Thresholds

ﬂ Root of trust
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Mapping roles to security properties

Delegations

Software integrity
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John Doe Jane Roe Max Mustermann Lieschen Muller
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Process ergonomics
meets systems design

You can have all of these complex and
valuable features...

...but you don’t have to
Start simple, add complexity later

Applications beyond automotive: loT,
autonomous fleets, prototyping




HERE OTA Connect



OTA Connect: Secure OTA, right from the start

Update Name Description

Update to IVl and PCM Evap * Delivering new features an
* Fix i vith Evaporati

Select ECU types

nfotainment)
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Developer-friendly, mature solution
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& OTA CONNECT DOCUMENTATION

OTA Connect Developer Guide ~ Aktualizr - 20198 (latest) =

OTA Connect Developer G

Introduction to the
Developer Tools

Key Concepts

Evaluate OTA Connect

Integrate OTA
Connect

Deploy your OTA-
enabled solution

How to
Reference

Test and simulate
OTA functions

Troubleshooting

Comparing full-fi les&/stem update strategies

0STree provides a number of very significant technological advantages over other full-filesystem
updating schemes. For embedded systems that need a solution for safe, atomic, full-filesystem
updates, the usual approach is to have some kind of dual-bank scheme. Here, we're going to take
a look at the difference between 0STree and dual-bank systems, and the advantages OSTree can
provide.

Dual-bank

In a dual-bank system, the read-only root filesystem is kept on a different partition from the
writable user space, so that when an update is needed the whole partition can be overwritten.
For atomicity and safety, this read-only partition is duplicated: there are two complete copies of
the filesystem, kept on different partitions, and the active partition can be selected at boot time,

When the system needs to be updated, the new filesystem image is written to the inactive parti-
tion, and the next time the system reboots, that partition becomes the active one,

Figure 1: Dual-bank update process (click to enlarge)

The main advantage of this update model is its safety. Updates are always strictly atomic, and
there is always a known good image that can be rolled back to. However, there are significant
trade-offs in flexibility and materials costs that must be made: the size of the root partition must
be chosen when the system is flashed for the very first time, and the duplication of the root par-
tition doubles the space required. When choosing how big to make the root partition, a device
manufacturer has to consider not just how big their filesystem image currently is, but also must
estimate and plan for the size of all future updates. If the size chosen is too small, it may restrict
the ability to add new features. Making it larger, of course, adds to the bill of rod-

Q Search

On This Page
Dual-bank

0OSTree
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Security through open
source and open
standards

* Our Uptane client Aktualizr is 100%
open source

* We provide Yocto layers for integration

« All security-sensitive server-side code
also open source

* Long history of leadership in the
Uptane project




Robust and scalable

* Stateless microservices, horizontal
scalability

* Backed by HERE’s global operations
expertise and support




Thank you

HERE OTA Software Management

Jon Oster
Lead Architect
jon.oster@here.com

HERE Technlologies
InvalidenstraBe 116, 10115 Berlin
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